
Protect Yourself from Fraud and Identity Theft 
 
Here are some practical tips on protecting yourself from fraud and identity theft: 

1. Unless absolutely required for a legitimate business purpose, avoid disclosing your address, telephone 
number, birth date, Social Security number, account number, and credit and debit card expiration dates 
and PINs. 

2. In stores and at ATMs, always cover your card and PIN, and watch for cell phone cameras, mirrors or 
other tools people can use to see them. Also, beware of people watching your transaction closely, 
cashiers taking your card out of sight, and any ATMs or card readers that look like they may have been 
tampered with. 

3. Never respond to unsolicited emails that ask you to verify your card or account number or those that 
threaten your account will be closed if you don't click on a provided link. These often link to websites 
that look legitimate but instead steal your data or install spyware on your computer. 

4. Review your free credit report at least once a year. To request yours, go to Annual Credit Report or call 
1-877-322-8228. 

Safeguard your identity and account security by: 

1. Never clicking on the link provided in an email you believe is fraudulent. 
2. Never open an attachment in an unsolicited email unless you have verified the source. 
3. Don't be intimidated by an email or a caller who predicts dire consequences if you do not immediately 

provide your personal information. 
4. Contact companies or individuals directly if you receive suspect emails claiming to be from them. 

 
Sweepstakes, Lottery, and Counterfeit Check Scams 
 
Sweepstakes & Lottery Scams 

Con-artists posing as lottery or government officials contact unsuspecting individuals claiming to have winnings 
for them. They try to convince the "winners" that they must send a payment in order to have a courier deliver 
their winnings in person, but the courier never comes. 
 
In addition, fraudsters use the telephone, email, and direct mail to entice U.S. consumers to buy chances in high-
stakes foreign lotteries. These solicitations violate U.S. law, which prohibits the cross-border sale or purchase of 
lottery tickets by phone or mail. The FTC recommends ignoring all phone solicitations for foreign lottery 
promotions. If you receive lottery material from a foreign country in the mail, turn it over to your local 
postmaster. 

Counterfeit Check Scams 

The FTC reports that counterfeit check scams are on the rise. Con artists use high quality printers and scanners 
to make fake checks that look real. These fakes can be corporate checks, personal checks, cashier’s checks and 
money orders. They use them in fraudulent schemes, including lottery, overpayment, Internet auction, and secret 
shopper scams. The really bad news is that scam victims are typically liable for the money if they cash the check 
as well as any returned check fees.  

Review the FTC’s consumer alert on the latest scams or file a Consumer Complaint at Consumer FTC 

  
 
This information is provided for educational and informational purposes only. 

https://www.annualcreditreport.com/index.action
http://www.consumer.ftc.gov/
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